Abstract. The Discrete Logarithm Problem with Auxiliary Inputs (DLPwAI) is an important cryptographic hard problem to compute α ∈ Zp for given g,
Introduction
The Discrete Logarithm Problem (DLP) is a cryptographic hard problem which is asked to find α ∈ Z p for given g and g α where g is a generator of a group G of prime order p. In recent decades, many variants of this hard problem such as the Bilinear Diffie-Hellman Problem (BDHP) [6] , the -Strong Diffie-Hellman Problem ( -SDHP) [2] , the Bilinear Diffie-Hellman Exponent Problem [7] , and the Bilinear Diffie-Hellman Inverse Problem [1] have been introduced to support the security of many cryptographic applications using pairing groups such as ID-based encryption (IBE) [1, 6] , the short signatures [2] , the broadcast encryption [7] , and so on [3] [4] [5] 8] . In spite of the importance of these computational problems, there have been only few researches on these assumptions to the best of our knowledge. The first realization of this importance was done by Brown and Gallant [9] and Cheon [10, 11] . Brown and Gallant presented an algorithm to compute α for given g, g α , g or p + 1 has a small divisor d. Jao and Yoshida [14] gave an algorithm to forge the Boneh-Boyen signatures using the Cheon's algorithm.
The idea of Cheon is to utilize the embedding to an auxiliary group such as F p or F p 2 . The similar technique to embed into auxiliary groups such as an elliptic curve group or a finite field can also be found in the famous reduction algorithms from the DL problem to the DH problem [13, 18, 19] . After the Cheon's algorithm, Satoh [21] tried to generalize the attack using an embedding F p into a subgroup of order Φ k (p) in GL(n, F p ), where Φ k (x) is the k-th cyclotomic polynomial for k ≥ 3, but the efficiency of the algorithm was not clear. Finally, Kim [15] realized that the Satoh's algorithm essentially uses an embedding from F p into F p n and proved that the algorithm can never be faster than the ordinary algorithm for the DLP when d|Φ k (p) for k ≥ 3. All these algorithms are developed by embedding an element in F p into a certain auxiliary group. More recently, Kim and Cheon [16] suggested rather different approach. Their result reduced the problem to find a polynomial with small value sets. However, finding a good polynomial with small value sets is not easy and still open.
In this paper, we introduce the generalized version of the DLPwAI called the GDLPwAI. The GDLPwAI is a problem to compute α ∈ Z p for given g, g
. The rest of the paper is devoted to recover α efficiently but heuristically when K := {e i : 1 ≤ i ≤ d} is a multiplicative subgroup of Z × p−1 (Theorem 2). Note that in our algorithm e i 's do not divide p − 1 while the Cheon's algorithm requires g For a multiplicative subgroup
Then the orbit generated by x is a set {x k : k ∈ K}. In particular, an orbit containing just one element is called a fixed point. We show that the set of fixed points is generated by an element ζ, a primitive λ-th root of unity for λ := gcd(K − 1), which is defined to be the greatest common divisor of (k − 1)'s for all integers k such that k mod (p − 1) belongs to K. Moreover, the collection of orbits (ζ i α) K is pairwise disjoint for 0 ≤ i < λ and each orbit contains exactly |K| elements, if α k are distinct for all k ∈ K. Hence λ|K| elements of Z × p belong to one of orbits (ζ i α) K for some i.
Then f K takes the same value for the elements in the same orbit and
exponentiations using the baby-step giant-step technique. Finally by finding k ∈ K satisfying α k = ζ t β, we can recover the value α. Since the probability that a 
Representation of a Multiplicative Subgroup of Z
× n Definition 1. For any positive integer n, let S be a subset of Z n . We define gcd (S; Z n ) or gcd(S) unless confused, to be the greatest common divisor of all integers x such that x mod n belongs to S. Given a divisor λ of n, we define a subset
We can see that K λ is a multiplicative subgroup of Z × n because it is closed under the multiplication and inverse. If K is a multiplicative subgroup of
Remark 1.
For an even integer n and any multiplicative subgroup K ≤ Z × n , every element of K is an odd integer so that gcd(K − 1) is even. It shows that
for odd λ. For this reason, we only treat the case that λ is even.
From now on, we restrict the case to n = p − 1 for odd prime p. The next proposition determines the size of K λ in Z × p−1 for given divisor λ of p − 1.
where Q is the set of prime divisors of p−1 which do not divide λ. In particular, if gcd(λ,
Proof. Note that 1 + λm ∈ K λ if and only if gcd(1 + λm, p − 1) = 1, which is equivalent to gcd(1 + λm, q) = 1 for all q ∈ Q. Consider a surjective homomorphism
Proof. Let us use the same notations in the proof of Proposition 1. First, we note that an integer x such that 
We can check that 1 + λm is not divisible by q ∈ Q and 1 + λm partition of the set with orbits. However, what we are dealing here is to partition Z × p with only a few information. Namely, for a certain case, we can represent almost all elements of Z × p with only two elements, one fixed point (i.e. an orbit with just one element) and the other point not a fixed point. We begin with defining the group action on Z × p . For more information on group theory, refer to [12, 17] .
We can easily check that Definition 2 satisfies the definition of group action. Note that we have |x 
Proposition 3. Let K be a multiplicative subgroup of Z
× p−1 and λ = gcd(K −1). Then, (Z × p ) K = (Z × p ) K λ = {z ∈ Z × p : z λ = 1}.
Proof. The set of fixed point by K-action is denoted by (Z
is a generator of a cyclic group of fixed points (Z
The following proposition considers two orbits generated by ζ i x and ζ j x are disjoint for 0 ≤ i, j < λ and i = j.
Proof. Note that two orbits are identical or disjoint. Suppose that ( 
where .
∪ denotes the disjoint union, we have 
The next proposition gives a condition to satisfy |x K | = |K|.
λ , n must be zero. It follows that K x contains only one element, k = 1.
Since ( 
, and 17 = {17, 28, 12, 1} forms a cyclic group of fixed points. It is easily verified that 17·2
The following proposition shows how many x's in Z 
Note that λφ( 1. If
Theorem 1. Let λ be an even divisor of p−1 satisfying gcd(λ,
In the case that
by Proposition 1. For a subset J of I and y = x μJ , we first calculate |y K λ | and |O y,K λ | by using the fact that |y
λ·n = 1 if and only if μ I\J = μ I /μ J divides n, the size of (K λ ) y is equal to the number of n satisfying that 1 + λn ∈ Z × p−1 , 0 ≤ n < μ I and μ I\J divides n. Therefore, by the similar argument in Proposition 1, we get
Since
Finally, using elementary number theory, we
Note that for any given In the case of
Polynomial Construction
In this section, we will define a polynomial f (x) ∈ Z p [x] of degree d having small value sets. Recently, the similar idea was developed by Kim and Cheon [16] to solve the DLPwAI. Their approach exploited the fast multipoint evaluation method, so the degree of their polynomial was restricted to at most d ≈ p 1/3 due to the efficiency issue.
The polynomial we will use in this paper is of very large degree which might be greater than p 1/3 but is sparse (all but d coefficients are zero) and have small value sets. Thus the fast multipoint evaluation method as in [16] seems hardly to be applied in our case. Instead, we take somewhat different approach with the idea developed in Sect. 3. We will define a polynomial so that it takes the same value for all elements in an orbit. In the proof of our main theorem, we will make some lists of f (α 1 ), · · · , f(α ) from f (α) where α i 's are the representatives of distinct orbits and α is a discrete log to find. Then we find an index j such that f (α j ) = f (β) for randomly chosen β ∈ Z × p i.e. we find an orbit in which β is contained. For this process, f (α) should be nonzero. 
k . We will simply write f K = f if there is no ambiguity in the meaning.
By the definition, it is clear that f K takes the same value for the elements in the same orbit defined by K-action.
Proposition 7. For any k
Since the degree of f = f K might be large (approximately p), it looks hard to evaluate f (α 1 ), · · · , f(α ) in O( ) time complexity for random α i 's with fast multipoint evaluation method. However, for a non-fixed point α ∈ Z × p and a fixed point (not necessarily generator 
If
Proof. If p−1 λ = μ is prime, then |K| = μ − 1 by Proposition 1. Consider a map from Z μ to itself defined by n → (1 + λn). Since λ and μ are relatively prime, this map is bijective. In other words, 1 + λn for 0 ≤ n < μ induces complete residue modulo μ. Thus, there exists a unique 0 ≤ n 0 < μ such that 1 + λn 0 is divisible by μ. Therefore,
In the case of
By similar argument as above, for a subset J of an index set I = {1, 2, · · · }, let μ J = j∈J μ j , and define a map from Z μJ to itself by n → (1 + λn). Since λ and μ J are relatively prime, it also induces the complete residue modulo μ J . Thus, there exists a unique 0 ≤ n J < μ J such that 1 + λn J is divisible by μ J (For convenience, define μ J = 1 and n J = 0 for empty set J = ∅). We easily check that n J ≡ n I (mod μ J ) for all J ⊆ I. Now, ord p (x λ ) = μ I0 for some I 0 ⊆ I since ord p (x λ ) is a divisor of Using the inclusion-exclusion principle, we have
where n in summation runs through 0 ≤ n < μ I satisfying n ≡ n J (mod μ J ).
since n in summation is equivalent to n J modulo μ J , and n J ≡ n I (mod μ J ).
Finally, we have
The above proposition says that f K (x) is not identically zero for K λ = K for even divisor λ of p − 1. Actually, it appears to be of form f K (x) = −x d where gcd(d, p − 1) is large, however in our application, it is desirable that f K (x) = 0 but is not of simple form such as x d , where d has large common divisor with p−1, since this simple form leads us to the already known Cheon's p − 1 algorithm. In many cases, for a non proper subgroup K of K λ , f K (x) also tends to not to be identically zero, although it seems hard to show it.
, where 21 and 28 have common divisor 7. For a subgroup K = 9 = {9, 25, 1} of K, we have K/ 9 = {1, 5}. Now consider f K (x) = x + x 9 + x 25 . Then f K (x) takes same value for x in the same orbit. We have 8 disjoint orbits of length 3 and 4 fixed points. Note that the fixed points for K and K are same as shown in Proposition 3.
The polynomial f K (x) takes nonzero value 2 + 19 + 11 ≡ 3 mod 29 for all x ∈ 2 K , and we can check that f K (x) take distinct values for disjoint orbits.
Proposition 9.
Assume that λ is an even divisor of p−1 satisfying gcd(λ, 
Main Theorem
By using a group action on Z × p , we can efficiently partition Z × p with only a few elements. This leads us to a new algorithm that solves the GDLPwAI efficiently. Now we can state our main theorem as follows.
whether f K (αγ) is equal to zero or not in |K| multiplications in G. The expected number of repetition depends on the number of roots of f K (x) = 0 in Z p−1 . This algorithm must be more efficient than the above, but the exact complexity is not resolved yet.
Conclusion
In this paper, we generalized the discrete logarithm problem with auxiliary inputs and proposed an algorithm to solve this problem efficiently. Precisely, our algorithm takes g, g α , g 
